
September 27, 2019 

RE: Substitute Service for HIPAA Breach Notification 

The Health Insurance Portability and Accountability Act (HIPAA) requires Anne Carlsen Center 
to notify potentially affected clients of breaches.  On August 20, 2019 we discovered that an 
employee had sent a spreadsheet with protected health information (PHI) to an unauthorized 
individual.  Anne Carlsen notified all affected clients and guardians by mail on September 18, 
2019.  Approximately 50 of those notifications were returned to Anne Carlsen as undeliverable. 
This message constitutes substitute service for those clients we attempted to mail notifications 
but were unable to reach.  If you have any questions or believe you may have been one of the 
individuals with an undeliverable address, please call toll free at (800) 568-5175 and ask to speak 
to the Privacy Officer.  A copy of our September 18, 2019 notification letter is provided below: 

September 18, 2019 

Re: Notice of Data Privacy Incident for [Client Name] 

Dear [Client Name] or Guardian, 

This message concerns a recent data privacy incident that involved your protected health 
information.  As a result, we have made our best efforts to identify and deliver this message to all 
individuals impacted by this incident.  While we do not believe any information has been 
intercepted or will be used inappropriately, we sincerely apologize for this incident and wanted 
to share the following details.   

WHAT HAPPENED. We discovered that an Anne Carlsen employee has sent unencrypted 
emails, with attached Microsoft Excel spreadsheets containing protected health information, to 
two unauthorized individuals. The purpose of these communications was to obtain technical 
advice on the use of Microsoft Excel spreadsheets.  Although our privacy software was able to 
block the delivery of the employee’s most recent email on August 13, 2019 our investigation 
identified additional past incidents. The dates of the prior emails were: July 7, 2014; January 2, 
2015; February 10, 2015; April 3, 2015; May 5, 2015; September 1, 2015; November 12, 2015; 
and April 18, 2016.     



WHAT INFORMATION WAS INVOLVED. The Microsoft Excel spreadsheet(s) contained 
client’s first initial and last name, medical record numbers, therapy type (i.e. physical therapy, 
occupational therapy, or speech therapy), date of service, the number of visits per month/year, 
CPT and ICD-9 codes, and names of insurance providers. 

WHAT WE ARE DOING.  After the discovery of the prior unauthorized emails on August 20, 
2019 our investigation has determined the nature and scope of the incident.  We do not know of 
any hacking or interception of these emails and have requested the deletion of these spreadsheets 
by the unauthorized individuals, nevertheless, we felt the need to disclose this to you. We will 
continue to assess any additional actions needed to protect client information, require additional 
training on the proper handling of protected health information, and administer reasonable 
disciplinary actions against the employee.  We also will be examining additional controls and 
upgrades to protect client’s personal information in the future. 

WHAT YOU CAN DO.  While the chances of interception are quite low, remain vigilant for 
incidents of fraud and identity theft. Best practices include routine monitoring of your bank and 
credit card statements and, if necessary, registering a fraud alert with a credit bureau (Experian, 
TransUnion, or Equifax) and ordering your credit reports.   

FOR MORE INFORMATION. On behalf of the Anne Carlsen Center, I sincerely apologize for 
this incident and regret any inconvenience it may cause you. If you have questions or concerns 
regarding this matter or the protections available to you, please do not hesitate to contact the 
Anne Carlsen Center Privacy Officer at justin.hanson@annecenter.org or 218-443-2837. 

Sincerely,      

  
Justin Hanson 
Privacy Officer 
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